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Scope of work:

Local, HPE and Commvault support for datacenter infrastructure and networking equipment which
were put in service late 2021; technical support services needed for all equipment software and
hardware mentioned in Appendix (A).

The following points describe the scope of work that the contractor should do during the one year
contractual period of maintenance and support contract include but not limited to the following:
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15.
16.

17.
18.

19.

HPE Servers (MS and ORACLE Linux) upgrades and updates.

Vulnerability and security patching.

Hyper-V clustering and administration roles,

ORACLE KVM clustering and administration roles,

HPE storage management.

Commvault backup configurations and maintenance.

Tape library faults troubleshooting.

Active Directory maintenance and management.

Networking equipment (switches-access points-controllers) maintenance and configuration and patching.

. revising and aiding in implementation of group polices on MS servers.
- Local support must include original spare parts, 24x7 technical assistance, and firmware updates with

hardware compatibility assurance, for all equipment mentioned in Appendix (A).

- For the Aruba 2540 Switch Series, local support should ensure availability of replacement units in stock.
- SAN switches configuration, maintenance, firmware and patching.
. Preventive quarterly maintenance visit to SEPCO HQ should be conducted covering all the

above tasks.
Preventive monthly maintenance visit to SEPCO HQ shall be conducted covering health checks.
Supporting SEPCO technical team for any related tasks including assisting SEPCO IT team by
recommending upgrading or expansion current infrastructure.
Reallocating the Hardware mentioned in this agreement if needed.
Shall immediately secure and provide similar replacement devices/equipment (T emporary Replacement
Equipment) at no additional cost, in the event that the repair or maintenance duration of the faulty
device/equipment exceeds the period specified in the (SLA) Appendix(B).
Type of support:

a. The scope should cover offsite support via Email & Phone during the contract

according to the (SLA) Appendix(B).
b. The scope should cover Remote support services according to the (SLA) Appendix(B).
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10.

¢. The scope should cover onsite support services if needed according to the (SLA)
Appendix(B) Sunday through Thursday from 7:30 a.m. till 4:00 p-m. Amman Local
Time (except for Level [ and 2 tickets where support is provided 24/7 and the
appropriate time for work will be mutually agreed upon by both parties).

Special Terms:

The contractor should provide a professional and experienced person(s) who has/have technical
and functional experience and has/have the capability to solve SEPCO issues.

. The contractor should provide details of notification and communication methods according to the

service level agreement (SLA) Appendix(B).

The contractor should provide technical support in accordance with the terms and deadlines
specified in the Agreement and its Appendices. In the event of its delay in providing technical
Support or repairing a defect for reasons attributable to it, a daily delay penalty of 0.2% of the total
value of the Agreement shall be calculated if the delay is for cases defined as Level 1 or Level 2 in
the Service Level Agreement (SLA) Appendix(B).

The contractor must sign a CONFIDENTIALITY AND NON-DISCLOSURE AGREEMENT.
The contractor must maintain the security and confidentiality of SEPCO data that he gains access
to it because of applying the scope of this Contract.

The contractor must adhere to the standards and controls issued by the National Cyber Security
Center,

. The contractor must comply with all applicable laws, regulations and policies in The Hashemite

Kingdom of Jordan, including "Cybersecurity standards and controls for entities contracting with
ministries and government departments 2023" and its amendments.

The contractor must not keep any of SPECO data related to the scope of this Contract in their own
servers and machines, and if there is a need for that related to the completion of any task in the
work scope, the contractor must obtajn prior SEPCO approval, and then dispose SPECO data from
the contractor own servers and machines when the need for it no longer exists.

. Both Parties shall immediately and in writing notify the other Party in the event of any cyber-

attack or incident that may affect the relevant systems or data.

The contractor shall adhere to the same conditions in case the technical failure is related to the
company’s sites at the Samra Station in Zarqa-Hashimiyah, and in Rehab, Azraq, Ma’an, Al-
Qweira, Al-Risha, and South Amman, and requires a field visit for repair, without any additional
cost.
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Deliverables:

l. Defect Log (symptoms, cause, resolution) Document for every single technical problem solved in

2. Quarterly / Monthly PM log report.

Submission of RFP:

1. The submitted proposal documents myst comply with al] requirements stipulated in this RFP,
including, but not limited to: evidence of previous experience and experts' CVs.

and be deemed the legally binding document.
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